What Nurses Need to Know About Metadata,
Documentation, and Legal Liability

-
METADATA

METADATA ANALYSIS of information in a
patient’s electronic health record (EHR)
has the potential to provide valuable
information to attorneys in the case of
a lawsuit. This information, such as pat-
terns of missing data, can bolster a legal
case, leaving nurses vulnerable to puni-
tive action. The best way to avoid neg-
ative results of a metadata analysis and
subsequent legal action is effective doc-
umentation.

Metadata in the EHR

One of the first steps a plaintiff's attorney
takes when building a potential medical
malpractice case is to review the docu-
mentation in the plaintiff's/patient’s EHR.
An EHR stores a wealth of information, in-
cluding the data entered, when it was en-
tered, who entered it, who viewed it, and
whether it was modified. It also stores
when someone simply viewed some-
thing and how long they were viewing
the record. All this information is referred
to as metadata, which can otherwise be
thought of as “data about data.”
Metadata can be analyzed not only to

identify single incidences of error, such
as choosing the wrong descriptor from
a checklist, but also to detect patterns
that can provide insights into the nurse’s
care and support an attorney’s case. For
example, an attorney might use a meta-
nalysis showing that a nurse is routinely
late in documenting to imply that their
work is sloppy, creating a negative im-
pression that can affect the nurse’s per-
ceived credibility and even undermine
their defense.

Federal Rules of Civil Procedures rec-
ognize that metadata is “discoverable” An
attorney gains access to EHR information
through e-discovery, which the Amer-
ican Health Information Management
Association (AHIMA) defines as “the pre-
trial legal process used to describe the
method by which parties will obtain and
review electronically stored information
(ESI)". ESI covers any device (such as com-
puters and tablets) and electronic data,
such as email and progress notes and
radiographic images in an EHR. E-discov-
ery is a complicated process for both the
attorney and the organization maintain-

ing the EHR. Data is usually obtained via
a computer-generated record of audit
trails showing user access and actions.

Protection through

documentation

In the case of litigation, metadata can
play an important role in determining
the credibility of evidence, including a
nurse’s testimony and documentation.
A one-time minor error in documenta-
tion is not likely to affect the outcome of
a case, but more substantial errors can
have a significant impact. For instance,
if you testify that you notified a provider
of a change in a patient’s status at 1130
but EHR data show you made the entry
at 1630, without noting the late entry
and when you notified the provider, your
credibility may be affected. Frequent
errors and errors of omission can under-
mine a nurse’s credibility in court.

On the other hand, metadata based
on your complete and accurate docu-
mentation can help exonerate you by
bolstering your credibility and providing
evidence that you adhered to your orga-
nization’s policies and procedures and
the standards of practice.

Documentation recommendations

Here are some recommendations that

will help ensure your documentation

serves you well in court.

* Avoid documentation gaps. An exam-
ple is neglecting to document normal
vital signs or routine medication ad-
ministration when required. Missing
information enables an attorney to
constructive a narrative that may not
be flattering to you.

» Don't copy and paste from text from
one patient’s EHR to another. It is too
easy to forget to revise the text to re-
flect variations between patients.

e Use templates and checklists cau-
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Organizations, metadata analysis,

and e-discovery

Organizations should be aware of the implications of what metadata analysis can re-
veal. For instance, in a case described by Gardner, an analysis showed that a hospital
turned off alerts in a clinical decision support system because they came up so often
that clinicians ignored them. A plaintiff’s attorney was later able to show that one of
the alerts might have prevented injury to their client.

Organizations should have a detailed plan for responding to e-discovery requests.
Attorneys Hansen and Pratt note that requests must comply with Federal Rules of
Civil Procedure 26(b)(2)(C)(iii). The organization will need to supply the requested
information unless they can show a court that doing so will create an undue burden

Or expense.

tiously. These tools can save time, but
they also can cause errors. For exam-
ple, you may forget to revise a tem-
plate to reflect a patient’s condition.

¢ Do not share your password. Shar-
ing passwords not only compromises
cybersecurity, it could also lead to
documentation errors such as an-
other clinician entering their docu-
mentation under your name, or your
profile being logged in to multiple
devices at once.

¢ Make any changes to the record as
soon as possible, per organizational
policy. A correction of erroneous
information is typically indicated in
some way in the EHR. Information
should not be deleted because that
alters the record. Corrections are ac-
ceptable when made appropriately.
However, negative narratives can be
created when late entries or correc-
tions have not been made according
to organizational policy. You should
also avoid making any changes to
a record after receiving notice of a
lawsuit, even if you intend to clarify
points. In fact, you should not even
access the patient’s EHR again with-
out first speaking with your risk man-
agement team or attorney.

¢ Know that what you view is re-
corded. The EHR will take note of
what you view and for how long.
This has implications beyond your
own patients. For example, if another
nurse asks you to pull up a patient’s
record for a second opinion, the EHR
will store the fact that you looked at
the patient’s record, and how long
you accessed it. You certainly want
to provide assistance, but if your
conclusions differ from the request-
ing nurse, it may be prudent to make
your own note in the EHR.

o Document referrals and notifica-
tions of other nurses about changes
in a patient’s condition. You'll also
want to document the response to
notifications of changes. If you fail to
receive an appropriate response, take
further action, such as notifying your
supervisor.

Documentation as a tool

EHRs have opened the door for detailed
metadata analysis that can support — or
not support — a lawsuit. Complete, accu-
rate documentation reflects your practice
and is a tool that helps in defending you in
case of legal action. ®
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Disclaimer: The information offered within this article re-
flects general principles only and does not constitute legal
advice by Nurses Service Organization (NSO) or establish
appropriate or acceptable standards of professional con-
duct. Readers should consult with an attorney if they have
specific concerns. Neither Affinity Insurance Services, Inc.
nor NSO assumes any liability for how this information is
applied in practice or for the accuracy of this information.
Please note that Internet hyperlinks cited herein are active
as of the date of publication but may be subject to change
or discontinuation.

This risk management information was provided by Nurses
Service Organization (NSO), the nation’s largest provider
of nurses’ professional liability insurance coverage for over
550,000 nurses since 1976. The individual professional
liability insurance policy administered through NSO is
underwritten by American Casualty Company of Reading,
Pennsylvania, a CNA company. Reproduction without per-
mission of the publisher is prohibited. For questions, send
an e-mail to service@nso.com or call 1-800-247-1500.
WWW.Nso.com.
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