Teens and cyber victimization

Nursing’s role in assessment, recommendations, and referrals.

J’Andra Antisdel, PhD, RN, PHM-BC, CNE; Wendy Trueblood Miller, PhD, RN, CNS, CCRN, FAAN, FAES; and
Doyle Groves, BS

yber victimization (CV) negatively

impacts the health and well-being

of teenagers. It's associated with
depression symptoms, such as suicidal
ideation and low self-esteem. However,
limited guidance exists concerning nurs-
ing assessments.

Massing-Schaffer and Nesi broadly de-
fine CV, a growing public health concern,
as the experience of targeted, intentional
aggression carried out in an electronic
context. Typically facilitated by social
media platforms, CV occurs via personal
devices such as smartphones or comput-
ers. In their study, Massing-Schaffer and
Nesi found that teens exposed to CV face
a significantly increased risk for suicidal
thoughts, behaviors, and emotional dis-
tress, making this an urgent concern for
healthcare professionals.

According to the Federal Bureau of In-
vestigation (FBI), teens commonly experi-
ence CV in the form of cyberbullying, cy-
ber fraud, and cyberstalking. Altuna noted
that teens, who spend more time on the

internet than younger children, have a
low perception of the risks involved in
using social media and other digital plat-
forms. (See Types of cyber victimization.)
Peers and others sometimes use social
media platforms to entice teens to en-
gage in dangerous online challenges. In a
brief report intended to inform providers
caring for patients with burns and other
trauma, Doh and colleagues describe the
case of an 11-year-old boy who sustained
severe burns after mimicking users par-
ticipating in a TikTok fire challenge. He
applied hand sanitizer to his shirt and lit
it on fire. The boy suffered burns covering
25% of his body, which required intensive
care and multiple surgeries, including skin
grafting. In 2020, the Food and Drug Ad-
ministration issued a warning concerning
high-dose ingestion of diphenhydramine
after news reports of death or injury
among teens participating in the “Benad-
ryl Challenge.” These incidents represent
a worrying trend of dangerous online in-
fluences that have led to serious injuries

among teens.

The FBI's 2023 Internet Crime Report
highlights a concerning development in
cyber victimization. Along with a 10% in-
crease in the total number of complaints
in 2022, reaching 880,418 reported inci-
dents, financial repercussions have wors-
ened due to increasing losses related to
online scams and financial sextortion.
The report reveals that Americans expe-
rienced over $12.5 billion in losses as a
result of cyber victimization, representing
a22% increase from the previous year. Vic-
tims under 20 years old reported 18,174
instances, with losses totaling $40.7 mil-
lion.

By assessing for risk factors, signs, and
symptoms of CV among teens, nurses can
make referrals and provide resources to
patients and their families.

Awareness
In response to the increased reports of
harm and mental health symptoms, law-
makers are working to raise public aware-
ness of CV and associated risks. For exam-
ple, after a 17-year-old’s death by suicide
when a perpetrator blackmailed him into
sharing explicit photos online, New York
State Senator Patty Ritchie introduced
State Bill S.6241, directing the New York
Office of Mental Health to issue informa-
tion related to suicide prevention and
identifying signs of depression for school-
aged children. The bill also authorizes
school districts to include suicide preven-
tion in health class curriculum.
Recognizing CV as a significant health
concern with detrimental consequences
is key to early intervention. In a study that
data mined Reddit posts describing expe-
riences of cyber victimization, Antisdel and
colleagues identified narratives in which
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Types of cyber victimization

Knowledge of the different types of cyber victimization can help you assess patient risk.

Term Definition Example

A new student receives repeated threatening and hateful text mes-
sages from peers at school.

Cyberbullying Repeated threats, harassment, or intimidation via electronic
devices (smartphones, laptops, tablets), the internet, and

social media.

Cyberfraud Use of electronic devices, malicious software, the internet, A high school graduate’s debit cards are compromised after respond-
and social media to defraud victims or otherwise take ad- ing to an email requesting personal banking information.
vantage of them.

Cyberstalking Use of electronic devices, malicious software, the internet, An aggressor makes new social media accounts and sends threaten-

and social media to intentionally place a person in fear of
harm.

Distributing or threatening to distribute explicit or private
images of an individual without their consent, frequently
as a means of coercion, blackmail, or humiliation.

ing messages every time they’re blocked by the victim.

Non-consensual
image sharing

A teenager shares intimate photos with someone they trust, only for
that person to distribute the photos on social media without permis-
sion, which may lead to emotional distress and social ostracization.

Sextortion Threats to embarrass or harm a victim to coerce them to An adolescent attempts to end an intimate encounter; the aggressor
provide sexual images or sexual favors. threatens to post explicit photos of the victim online.

Online Use of electronic devices or social media to create an en- A middle-aged adult sends gifts to an unrelated child online and then

grooming vironment or situation to gain access to a child or prepare encourages them to meet in a private location.

them for sexual abuse.

Definitions adapted from European Institute for Gender Equality report, FBI Internet Crime Complaint Center report, Massing-Schaffer and Nexi.

users reported persistent symptoms of
emotional distress. Some acts of CV go
beyond harassment and involve aggres-
sors explicitly encouraging teens to harm
themselves or attempt suicide, which may
lead to increased feelings of worthlessness,
hopelessness, and burdensomeness.
Many perceive CV as less serious than
traditional, face-to-face victimization;
however, Massing-Schaffer and Nesi
noted that experiences of CV have char-
acteristics that may exacerbate its impact.
CV aggressors may act more intensely and
harshly than they would in person due to
the lack of visual or audio feedback from
intended victims. CV experiences aren't
limited by time or proximity; aggressors
don't necessarily need physical access
to the victim to cause harm. In addition,
the ability of aggressors to easily mask or
present a false identity may make CV diffi-
cult to identify and assess.
Misconceptions about the seriousness
of CV may create barriers to disclosure.
In an integrative review seeking to iden-
tify signs and symptoms related to CV,
Antisdel found that teens may minimize

its dangers and not identify themselves
as victims. Some teens may hesitate to
disclose CV because of concerns that the
experiences will worsen or that parents or
guardians will confiscate personal devices.

Assessment
Initially, teens may feel reluctant to report
CV experiences due to embarrassment,
shame, or fear of consequences. Kumar
and Goldstein emphasize the importance
of building trust and rapport. Nurses can
do this by creating a safe environment.
If the teen is willing, conduct the assess-
ment interview in a private space away
from caregivers and other individuals. If
the teen doesn't want to speak privately,
respect those boundaries and offer op-
portunities for future discussion, such as
follow-up visits or written questionnaires.
Cyber victimization has no specific
physical findings; however, nurses may
observe mood changes, social withdrawal,
disordered eating behaviors, unexplained
somatic complaints, or self-harm. When
these signs coincide with changes in in-
ternet or social media use, further assess-

ment is warranted.

CV and traditional victimization fre-
quently overlap. Being bullied at school
increases the risk of experiencing CV, and
vice versa. Include targeted questions
about online activity alongside questions
about peer conflict and school bullying.
Begin with general questions about mood
and health habits, then shift to questions
about internet and social media use.
Validate the teen’s experience without
judgment and note patterns of online fre-
quency. Gradually move to more specific
questions about peer internet and social
media use. Look for problematic behav-
iors such as excessive screen time or con-
tact with strangers.

Teens struggle with the need for ac-
ceptance among peers and may feel pres-
sured to participate in risky CV-related be-
haviors, such as talking to strangers online
and participating in online challenges.
Alvarez-Turrado and colleagues describe
peer behaviors as a known risk factor be-
cause teens are more likely to engage in
risky online activities when their peers do.
As such, nurses should ask about peer be-
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What nurses can do

You have a vital role to play in identifying and providing resources and referrals to teens who’ve experienced cyber victimization (CV).

Awareness and assessment

Strategies

Know the signs and risk factors for CV.

Build rapport with the patient.

Ask about internet and social media use.

Ask adolescents about peer internet behaviors.
Ask specifically about CV experiences.

Sample CV assessment questions

What'’s your favorite social media platform?
What do you do to keep yourself safe online?

Have you ever been in a situation, either online or in person, where someone
encouraged you to harm yourself or suggested that you kill yourself?

Has anyone shared personal information or photos about you without your
consent? Has anyone threatened to?

Do you know anyone who’s been threatened online or in person?

Do you know anyone who’s threatened others online or in person?
What do you do if you get a private message from a stranger online?
Has a stranger online ever asked to meet you in person?

Have you experienced any changes in your friendships or social groups due to
incidents that occurred online or at school?

Education

Strategies

Include discussions about CV as part of routine visits.
Discuss risks of online challenges.

Encourage parents and guardians to have open
conversations with their teens about internet use.

Encourage parents and guardians to monitor children’s
online activities.

Provide resources for counseling and therapy.

Handouts

American Academy of Child & Adolescent Psychiatry: Social media and your
child (bit.ly/3LHNQww)

American Academy of Pediatrics: Cyberbullying: What parents need to know
(bit.ly/49Jcz21)

Federal Bureau of Investigation: The Com: Theft, extortion, and violence are a
rising threat to youth online (bit.ly/3NSR5It)

Websites

Childhelphotline.org

Federal Trade Commission: Online privacy and security (bit.ly/45i4BVP);
Protecting kids online (bit.ly/45RSKYI)

National Center for Missing & Exploited Children: NetSmartz (bit.ly/3NSRTH1);
Red Flags (bit.ly/4b8yqfc)

StopBullying.gov: Get Help Now (bit.ly/3YNSMWO0)
Thorn: Be your Kids safety net (bit.ly/4pOXuvt)

Adapted from Kumar and Goldstein and Modecki and colleagues.

haviors, including whether friends engage
in or encourage risky online activities,
experience or perpetrate cyber victim-
ization, or interact with strangers online.
Framing questions in a nonjudgemental,
peer-focused manner (for example, asking
about what “friends” or “people your age”
do online) can help build rapport, encour-
age teen disclosure, and offer insight into

peer dynamics that may increase risk.

Mandatory reporting

In the United States, healthcare pro-

fessionals must report suspected child
abuse. Teens who report that others are
sharing sexualized photos or who are
meeting adult strangers after online com-
munication may need to be reported to
the National Child Abuse Hotline at 800-
422-4453.

Each state has specific reporting guide-
lines. Familiarize yourself with state, local,
and healthcare organizational regulations
and policies related to child protection
and required reporting. When encoun-
tering teens at risk for cyber victimiza-

tion, nurses should document disclosures
objectively, assess immediate safety
concerns (including risk of self-harm or
exploitation), and consult institutional
protocols or interdisciplinary care teams
when available.

Education

Nurses can help teens and caregivers
identify connections between risky on-
line behaviors, CV, and physiological and
psychological health issues. Assess parent
or caregiver internet and social media
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knowledge. According to Modecki and
colleagues, caregivers may require ad-
ditional guidance on how to effectively
monitor and set limits on internet use and
online behaviors. For example, recom-
mend that caregivers spend time online
with their teens, discuss what’s appro-
priate or inappropriate to share, and talk
about internet safety. The teen and their
parent or guardian may benefit from ad-
ditional resources, such as educational
handouts, trusted websites, and national
reporting or support services.

When appropriate, offer referrals to
therapy or counseling services and con-
nect families with community or school-
based programs. Your familiarity with
current CV resources and unbiased, ev-
idence-based information can help you
best support teens and their families. (See
What nurses can do.)

Increase awareness
Teens’ high levels of internet use and
need to establish a sense of identity while
building and maintaining peer relation-
ships place them at high risk of CV and
its health consequences. Nurses have a
responsibility to identify at-risk teens and
those who've experienced CV.

To increase awareness within your

healthcare organization, request and
promote professional development op-
portunities focused on CV. In addition,
to develop an accurate representation of
experiences faced by teens, participate
in continuing education courses on the
topic. Ultimately, your awareness and ac-
tion can prevent harm. l

The authors work at Indiana University
School of Nursing in Indianapolis. J'’Andra An-
tisdel is a postdoctoral fellow. Wendy Trueblood
Miller is a professor. Doyle Groves is a data spe-
cialist.
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zational culture. The findings indicate a
significant increase in the confidence and
preparedness of nurses to confront bully-
ing behaviors, thereby cultivating a more
positive workplace culture. The long-term
implications of these outcomes suggest a
potential shift in the cultural acceptance
of bullying behaviors, which could lead
to a healthier workforce and improve pa-

tient care outcomes. Ultimately, the edu-
cational model provides a replicable ap-
proach for organizations seeking to foster
respectful, bully-free environments.
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