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Not the Participants I Was Looking For:  
BOT Attacks and Incentivized Recruitment Surveys
Contributing Author: Mary Leas PhD, RN, CCRN

The purpose of this article is to describe 
the author’s experience utilizing a mone-
tarily-incentivized online survey to recruit 
participants for a nursing research study 
and their experience detecting the many 
BOTs that overwhelmingly responded. 
Secondly, the author will offer survey 
development and respondent screening 
practices that may mitigate the negative 
impacts and risks that BOTs produce by 
fraudulently accessing surveys or re-
search.

It is well known that recruiting spe-
cialty nursing populations for research 
can be challenging (Thompson & Patter-
son, 2025). The use of snowball sampling 
through social media-based professional 
nursing groups can help researchers 
to reach their desired populations and 
achieve rich data (Kirchherr & Charles, 
2018). Facebook and LinkedIn are often 
used to recruit for health-related studies 
(Whitaker et al., 2017). Social media re-
cruitment posts that include monetary 
incentivization have been recognized 
as valid tools for recruitment, retention, 
and attrition minimization (Largent et 
al., 2022). However, when posting fi-
nancially-incentivized calls for research 
participation to social media-based pro-
fessional groups, there are no assurances 
that the researcher will reliably contact 
their intended participant pool. On the 
contrary, researchers often make contact 
with BOTs (Harmon, 2025). 

BOTs have been described in the lit-
erature as automated malicious agents, 
controlled by software, that emulate 
human responses, carry out tasks, re-
spond to content, or complete surveys 
(Ng & Carley, 2025). BOTs continue to be 
an emerging threat to nursing research 

because they engage with surveys and 
mimic the responses of humans for finan-
cial or other gain. For these reasons, BOTs 
pose a risk to data integrity and validity 
(Harmon, 2025). 

 The author completed a research 
study last year exploring the phenome-
non of moral distress in acute care nurse 
case managers. Participant recruitment 
occurred primarily through private list-
servs and public and private nursing 
case management groups on Facebook 
and LinkedIn. The standardized research 
recruitment post communicated that el-
igible participants would receive an Am-
azon gift card for completing the study 
interview. The author noticed almost im-
mediately after posting the incentivized 
call for research participants online that 
the survey would be bombarded with 
large numbers of responses.  Although 
initially delighted with the windfall of po-
tential participants, the author stopped 
to analyze this phenomenon to protect 
the rigor of the study. 

The author reviewed the survey re-
sponses and the data did not reflect the 
expected responses from nurse case 
managers. There was a shocking pattern 
of innumerous incomplete, low-quality, 
and/or illogical responses logged in the 
survey. Many differing and illogical re-
sponses were traced back to repetitious 
internet protocol (IP) addresses. Events 
such as these have been described in the 
literature as BOT attacks (Comachio et al., 
2024, Harmon, 2025). 

As a result of the BOT attack, the re-
searcher paused recruitment while they 
reevaluated and redesigned their survey. 
First, the author added ReCAPTCHA 
(computer automated public Turing test 

to tell computers and humans apart) 
verification to the recruitment survey. 
ReCAPTCHA verification are tests em-
bedded within surveys that can differ-
entiate between human and computer 
responses by means of typing speed and 
IP address analysis, image challenges, 
and checkbox clicks (Ng et al., 2025; Web-
ber-Ritchey et al., 2025). Additionally, the 
author added open answer questions, 
called trap questions, to the survey. Trap 
questions help researchers detect and 
exclude inappropriate data from survey 
participants who provide low quality re-
sponses (Harmon, 2025; Ng et al., 2025).  
For example, one trap question posed 
by the author was a request for poten-
tial participants to describe their case 
management role and responsibilities. 
An example of a low quality response to 
this specific question contained illogical 
information relating to bedside nursing 
without detail or context.  

The redesigned recruitment survey 
was redeployed and participant re-
sponses were reviewed. The author ruled 
out participants who registered interest 
from any duplicate IP addresses. In inter-
net-based surveys, multiple submissions 
originating from the same IP address is 
indicative of repeat responders, or BOTs, 
attempting to participate in a study. The 
inclusion of questionable participants 
threatens the validity of a study (Bowen 
et al., 2008; Walker et al., 2023). With the 
addition of these survey and data anal-
ysis improvements, the author was able 
to scrutinize the ReCAPTCHA verification 
data, consider the quality of each partic-
ipant response against the study inclu-
sion criteria, and review the IP address 
from which the response was received 
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before confirming the participant’s study 
eligibility and scheduling the interview. 

Additionally, despite the survey rede-
sign, there were potential participants 
who could not be deemed eligible or 
ineligible based on the content or quality 
of their survey responses. In these cases, 
it is appropriate for a nurse researcher 
to use their discipline-specific expertise 
and knowledge to discern which partic-
ipants are most likely representative of 
their target population (Ng et al., 2025). 
Therefore, the author contacted these 
participants via email to request addi-
tional information to confirm they met 
inclusion criteria before confirming their 
participation. 

The author was able to identify poten-
tially fraudulent participants and keep 
BOTs from infiltrating the study by paus-
ing, redesigning, and redeploying the 
online survey. Online survey platforms 
such as Qualtrics have some built-in 
fraud detection capabilities (Qualtrics, 
n.d.). However, as a novice researcher, the 
author was not skilled at deploying their 
initial survey to minimize BOT responses 
and learning occurred through trial 
and error. The processes of ReCAPCHA 
verification, survey redesign, scrutiny of 
IP addresses, rigorous and systematic 
survey response screening, and inclusion 
clarification queries ruled out 119 out of 
150 survey responses. These techniques 
are recognized in the literature as helpful 
for the maintenance of data integrity 
(Comachio et al., 2025; Harmon, 2025; Ng 
et al., 2025). The literature suggests that 
researchers should use a combination of 
strategies to protect their data and stud-
ies from BOT intrusion (Comachio et al., 
2025; Ng et al., 2025). Despite ruling out 
a large number of potential participants, 
the author was able to recruit an ade-
quate number of case manager perspec-
tives to support their study. 

This author would offer these addi-
tional best practices. When promoting a 
survey, it is recommended not to place 

the incentive messaging in a prominent 
place where it may be easily detected 
by BOTs. Artificial intelligence-powered 
BOTs can detect symbols and words that 
communicate a potential financial gain 
(Webber-Ritchey, 2025). Researchers 
should optimally deploy all BOT detec-
tion capabilities available within their 
online survey platform and design their 
surveys using multi-layered evidence 
bases strategies. Methodical survey re-
sponse and eligibility screening should 
be completed. Lastly, any research study 
that includes financial incentives for 
participation should be designed with 
verification checks to confirm eligibility 
prior to distribution of incentives (Cama-
chio et al., 2025; Harmon, 2025). The 
recommendations in this article include 
the strategies that the author found help-
ful. There are numerous literature-based 
resources available to nursing scientists 
to support disciplined online recruitment 
and data collection in the age of AI. As 
AI and machine learning continue to 
develop at a rapid pace, it is essential for 
nurse scientists to educate ourselves on 
BOT mitigation tactics. n
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